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Varonis® DatAdvantage® for SharePoint

VARONIS® DATADVANTAGE®
Features and Benefits

Increased data protection

« A single view of user/group/data
relationships, including access
permissions and how they were
assigned or inherited

Data Usage Auditing

« Granular data use audit information,
down to the file level. Reports can be
generated for any given time interval
and sent on a custom defined schedule

Adaptive Data Authorization

« Accurate recommendations about who
should be removed from having access
to a given data set based on their usage
patterns and business need

Reduction in IT burden

« Continuously updated intelligence about
users, groups, permissions, and data
access reduces IT workload

Varonis DatAdvantage® for SharePoint

Controlling Access to SharePoint Data

CHALLENGE

Many organizations have turned to Microsoft SharePoint, using it as both a
repository and an interactive workspace for their unstructured data assets.
Despite the many services SharePoint provides for data management, ensuring
proper access control over critical business data remains a challenge in
SharePoint. Who has access to data, who is accessing the data, and who should
have their access revoked remain difficult questions to answer.

SOLUTION

Varonis® DatAdvantage® for SharePoint provides the visibility, auditing and
recommendations you need to take control of your SharePoint deployment.
DatAdvantage shows how SharePoint permissions and permission levels are
defined and used in your environment today so that you can see who currently
has access to information. DatAdvantage also monitors every data access made
by each user, so you can see who is accessing data. And, to help you reduce
overly permissive access, DatAdvantage makes recommendations for each data
set about who should have their access revoked. In short, DatAdvantage
provides greater control over access to SharePoint data through:

« Unparalleled visibility of SharePoint permissions and permissions levels
« A complete data access audit trail
« Recommendations about whose access should be revoked
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SHAREPOINT PERMISSIONS VISIBILITY RECOMMENDATIONS
With Varonis DatAdvantage, you can click on any Through a comprehensive analysis of users, groups,
SharePoint site, list, folder, etc., and instantly see which permissions and actual data access, DatAdvantage is able
groups and users have access. to make highly accurate recommendations for each data set

about whose access should be revoked.
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CONTINUOUS AUDIT

A detailed audit log of each time someone creates, opens,
renames, deletes or changes the permissions of SharePoint
data. You can search, sort and report on this information to
find what you are looking for and communicate your findings.
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