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roles, joining cross-functional teams, etc.—they require access
to more and more data. The access control lists used to protect
data often don’t accurately reflect the needs of the
organization—users have access to more than they need,
increasing the likelihood of data loss, misuse and theft. IT
doesn’t have the ability to effectively reduce access without
impacting organizational activity.

Who should actually be making access control decisions? IT
has the ability to manage security groups and change access
control lists, but technology administrators should not be
burdened with deciding who has access to organizational data.
Data access rights are an organizational decision, and need to
be made by those with appropriate knowledge and authority to
do so—those with the organizational context to make the right
decisions about access to data. As requirements change,
access rights should change with them. For example, when a
user changes his role, that user should probably no longer have
access to data resources that they no longer need. Additionally,
new users often have their access rights “cloned” or duplicated
from others—if the original user had too much access, so too
does the new user.

In order to make sure that access rights, or entittements,
accurately reflect organizational need, they need to be reviewed
on a regular basis. This process is often called an “entittement

review,” “re-certification” or “attestation.”
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REVOLUTIONIZING PERMISSIONS MANAGEMENT WITH AUTOMATION

It is no longer possible for organizations to effectively review access without automation. In order to perform entitlement
reviews, the organization must know—at a minimum—what data and which security groups require review, which groups
grant access to what data, who is the owner or steward for each data set, and who has access to each data set and is in
each group. These “must know” requirements take so much time to meet that IT cannot hope to provide this information
to the organization in a timely, recurring manner for the data they have, much less keep up with data that is growing at
50% per year (Source: Gartner).

What's needed is an automated entittement review process that shifts the way IT works, and the way the organization
thinks about data management and protection. IT will stop playing the intermediary between the data and the data
owners, reduce its manual workload, and improve security at the same time. Automation will programmatically identify
the resources that need to be reviewed, align security groups with data sets, identify data owners, route required access
information—and actionable intelligence—to those owners, execute their decisions, and provide auditable evidence that
the process is being followed.

Effective entitlement reviews will:

. Be generated automatically, taking information from access control lists and user and group repositories
« Be provided to data owners automatically

« Be functional and user-friendly, providing only information that's needed to accurately perform a review
«  Provide intelligence to help owners make proper decisions about access

« Automatically commit desired changes (so that IT doesn’t have to do it)
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Identify Data Owners

Once the containers and security groups that need to be managed (and be regularly reviewed) are identified, the
appropriate organizational representatives need to be involved in the entitlement review process. The most efficient
method to identify a data owner is to analyze access activity to see which users are most actively accessing data sets,
and combine this information with other metadata, such as the Department Name or Managed By fields in Active
Directory. Automation should provide this information, reducing by an order of magnitude the time required to accurately
identify a data owner.

Providing Actionable Data

Providing a long list of users to each data owner is ineffective. Dozens, or even hundreds of users may have access to a
data set or belong to their groups, and data owners may be asked to review many data sets and many groups. Data
owners need a short list of users to pay attention to—those that should probably be removed based on sophisticated
analysis and users whose access the owner has not previously approved.

Executing the Decisions

Once a data owner has made the decision to revoke access, automation should execute those decisions so that IT does
not need to manually effect the changes. For IT, each group or access control list change takes time, requires
administrative credentials, and introduces an opportunity for error.

Auditing the Process

Not only does the process need to be automated, there must be evidence that the process is being followed, and controls
to identify when it is not being followed. An automated solution will be completely auditable and reportable, so that there
is a record of every entitlement review and every access decision that is made.
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SUMMARY

Using Varonis® DatAdvantage® and DataPriviIege®, organizations can implement an automated entitlement review
process that meets all of these goals far more efficiently than through manual methods. DatAdvantage provides complete
visibility into the permissions of an organization’s unstructured and semi-structured data: who can access data, who is
accessing data, and actionable intelligence on who should have access. With DataPrivilege, data and group owners are
provided regular, automatic entitement reviews. Owners are given all of the relevant information about their resources,
including intelligent recommendations made by DatAdvantage on where access can be reduced without impacting
organizational activity. Once submitted, changes can be committed to file and directory servers automatically.

With Varonis, IT can automate antiquated, manual processes that are inefficient and ineffective, and keep pace with
growing data sets, and the growing numbers of containers and groups. Automated entitlement reviews using Varonis are
more accurate while reducing the burden on IT and eliminating errors which can affect the organization. The entire
review process is audited, so IT administrators, compliance officers, and management are able to report on the health of
the review process, ensuring that policies are not only implemented, but verified. With proper intelligence, workflow and
automation, Varonis helps IT meet the challenges posed by explosive data growth, ensuring proper management and
protection of critical data resources—now and in the future.

) tritioment Review Detads — Webpags Diskog

Pending CONTACT US

Worldwide Headquarters

Jue = ittt 499 7th Avenue, 23rd Floor, South Tower
' Som— , New York, NY 10018
. —— e Phone: 877-292-8767

othem =] 122 = wemt) Lt

& e
Ate
b e

sales@varonis.com

0 o
Ot b 100 mavm—
WORLDWIDE HEADQUARTERS EUROPE, MIDDLE EAST AND AFRICA
499 7th Ave., 23rd Floor, South Tower 1 Northumberland Ave., Trafalgar Square
New York, NY 10018 London, United Kingdom WC2N 5BW
Phone: 877-292-8767 Phone: +44-0-800-756-9784

sales@varonis.com sales-europe@varonis.com



sales@varonis.com

